
1/5 




,0 



m 
S3 
W 
u 

in 



Document 






7 

"—10 




FIG. 1 


Viewing 




Locotion 









Receive 
Document 





a 

cn 

CO 

o 




Receive Document 
at Trusted PC 






Authenticate 






Esta 
Conm 


blish 
action 






Transmit Hash 






Provide 
Signature 



■35 



-40 



■45 



■50 



■55 




FIG. 5 



FIG. 4 




PTD screen 



Signing of document 

Document title 
Document number/id 

Author name/id 
403940593230 (hash) 
or| v© }( a| t nasn re P) 

Proceed to sign 



2/5 



Need to be 
identical 



1Q> 



Document representation window 



Document title 
Document number/id 
Author nome/id 
403940593230 (hash) 
or jv© J (hash) 



FIG. 6 



Document reading window 

Great stories written by Arthur 

This is the beginning of 



Receive Document 



Display Document 



Authenticate 



Establish 
Communication 



Transmit Hash 



Display Hash 



Provide 
Signature 



■80 



-85 



■90 



-95 



100 



105 



110 



PC 






.nn 




Servlet 



125 




FIG. 7 



FIG. 8 



3/5 



Receive Document 



Request Signature 



Authenticate 



Transmit Request 
to Server 



Generate Hash 



Forward to 
Trusted Party 



Send to 
Mobile Terminal 



140 



145 



150 



155 



160 



165 



170 




FIG. 10 



Provide 
Signature 



Notify 
Trusted Party 



Update PC and 
Mobile Terminal 



FIG. 9 



Select Relevant 
Text 



Transmit Hash and 
Selected Text 



Provide 
Signature 



180 



185 



190 



■205 



■210 



-215 



Trigger 



Display Buffer 
Contents 



Provide 
Signature 



FIG. 12 



•220 



225 



-230 



FIG. 11 




4/5 



Web 
Browser 

265^ 



320 



275 



Application 



Web Server 



,WAP Gateway 



BT Stack 



I 



340 



Customer PC 



305 




1 



Met 
Device 



-335 
-260 



Met 
Personal 
Proxy 




Merchant Server 




250 



FIG. 13 



Application 



Web Server 



300 



255 




r i 

CO 

u 

CD 

Ml 

5 

Q 

in 













Tronsmit Request 


--305 




Execute WML Script Code 










Forward Request 


-— 310 




Tronsmit Response to Web Server 


■ 








Request Digital Signature 


-—315 




Append 










Notify Browser 


-—320 




Notify Bluetooth Stock 


■ 








Forward String 


-—325 




Forward Data String 










Awaken Bluetooth Stack 


-—330 




Notify Browser 










Transmit AT Command 


-—335 




Transmit HTTP Request 










Request Application 


*— 336 




Transmit Response to MPP 











340 



345 



-350 



-355 



-360 



-365 



370 



-375 



FIG. 14 



